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Foreword

PUBLISHER

ISO 9001:2008 CERTIFIED

Utilization and leverage of technology 
in financial services has been evolving 
but never before to the current scale. 
While institutions sought to automate 

for efficiency and albeit for market penetration, 
the customers especially in our part of the world 
remained slow adopters. Now with COVID -19, both 
sides are active participants and enthusiasts which 
brings opportunities and threats. As life becomes 
better for all, the opportunists in cybercrime pose a 
grave risk. This issue outlines the risks we face and 
how to deal with them. It also talks about Insurance 
Premium Financing (IPF) and Islamic Banking both 
of which are responsive in structure to the COVID 19 
restricted business environment. Lastly we review 
the skills needed in this era, hear from a happy user 
of the UIBFS service and share some of the online 
course offers available for you at the institute. 
As we keep healthy and safe from COVID 19, let’s 
safeguard our businesses, finances and career.  
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The current Digital Age has also witnessed 
a significant increase in the sophistication 
of digital and electronic related crimes. 
This paper will highlight the various attack 

vectors witnessed & forecasted into the future as 
well as  consider the new security measures that 
have been taken and that are being taken to secure 
current and future Fintech innovations and how 
effective these security measures are.

This paper has three sections
Section 1- Statistics & attack vectors
Section 2 – Security set-up for Fintechs
Section 3- Conclusions

BACKGROUND
The cybercrime economy has grown to enjoy at least 
$1.5 trillion in profits each year with the value of the 
Cyber security market  anticipated to reach $300 
billion by 2024, according to a 2019 press release 
by Global Market Insights Inc. underpinning the need 
for the right positioning by big corporates, SME’s/
SMB’s, the public & private sectors institutions and 
Governments.

It is interesting to note that despite data breaches 
rising at inordinate rates each year, Juniper 
Research’s Cybercrime & the Internet of Threats 
2018 report anticipates cyber security spending 
will only increase by 9% on average per company, 

NEW DEVELOPMENTS IN 
CYBERCRIME, ONLINE FRAUD 
AND OTHER CYBER SECURITY 
RISKS

Wycliffe  Momanyi

per annum posing the question as to whether 
corporates really understand the risks in the 
business environment in which they operate.

When we’re talking about victims of cyber security 
attacks, we’re referring to individuals, companies, 
and other organizations that are targeted or 
victimized in some way. The goal for cyber criminals is 
often to acquire information — personal information, 
names, addresses, financial and other account 
information, passwords, trade secrets, intellectual 
property, etc. — that can be used, traded, or sold on 
the Dark Web. 

They accomplish these goals through a variety of 
methods such as phishing and spear phishing emails, 
URL hijacking, structured query language (SQL) 
injections, and man-in-the-middle (MitM) attacks, 
as well as a litany of other methods.  In some cases, 
the goal is purely financial — they seek to manipulate 
and trick targeted employees into making large wire 
transfers to fraudulent accounts through business 
email compromise (BEC) and CEO fraud attack 
tactics. Why should the modern criminal go through 
the hassle of trying to rob a bank the old-fashioned 
way when they can get the employees at virtually 
any company to fork over thousands or even millions 
of dollars to them unwittingly?
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STATISTICS & ATTACK VECTORS COSTS 
OF CYBERSECURITY
The costs and damages that result from unaddressed 
cyber security vulnerabilities are immense. Cyber 
security attacks statistics should be an eye-opener 
for every company — particularly those that operate 
under the assumption (or with the hope) that a 
cyber-attack will never happen to them. Anyone who 
thinks that their company — no matter how small or 
large — is not at risk because they lack cyber security 
vulnerabilities is fooling themselves. Simply put, as 
technologies evolve and cyber criminals become 
more advanced, it is a matter of when, not if cyber 
security attacks will occur.

Cybercrime damages are anticipated to cost 
businesses and organizations $6 trillion annually 
by 2021, according to the 2019 ACR from 
Cybersecurity Ventures. This number, which is up 
from the company’s 2015 estimate of $3 trillion 
in cybercrime damages annually, “represents the 
greatest transfer of economic wealth in history, risks 
the incentives for innovation and investment, and 
will be more profitable than the global trade of all 
major illegal drugs combined.

•	 Ransomware damages are estimated to reach 
$20 billion globally The Cybersecurity Ventures 
annual crime report indicates that the same 
costs will reach $11.5 billion annually this year and 
$20 billion per year by 2021. Unsurprisingly, this 
type of year-over-year increase in anticipated 
damages makes Ransomware the fastest-
growing type of cybercrime in the past year.

•	 This against a backdrop of the fact that 
cybercrime tools and kits Cybercrime tools 
and kits can be purchased for as little as $1 
on the Dark Web and online marketplaces, 
according to the Cybersecurity Almanac 2019 
by Cybersecurity Ventures.

GDPR / DATA PRIVACY & CONFIDENTIALITY
While for most financial institutions & service 
industry business confidentiality of customer data is 
key, it is prudent to observe that in the year 2018 all 
it took was 12 data breaches to expose 100 million 
(or more) sensitive records in 2018, according to 
RBS’s report. These 12 breaches accounted for 
nearly three-quarters of all records exposed that 
year. 

Early one-third (31% ) of surveyed security 
professionals say their organizations have 
experienced cyber-attacks on operational 
technology (OT) infrastructure, according to Cisco’s 
2018 Security Capabilities Benchmark Study that 
was published in its 2018 Annual Cybersecurity 
Report, while it is estimated that 33 billion records 
will be stolen by cybercriminals annually by 2023 & 
146 billion records will be exposed in data breaches 
as per the Juniper Research’s Cybercrime & the 
Internet of Threats 2018 these are actual as 
opposed to reported data breaches. Specific cases 
cited include;
•	 More than half a billion records (540 million) 

about Facebook users were publicly exposed in 
two app datasets that were digitally stored in two 
Amazon Simple Storage Service (S3) storage 
buckets, according to a 2019 announcement by 
Up Guard. 

•	 Marriott breach exposes 500 million user 
accounts,this statistic reflects the number of 
user accounts that were exposed in a data 
breach of Marriott’s Starwood guest database, 
which was disclosed in 2018.

•	 200 million user accounts were exposed via 
Fortnite cyber security vulnerability when 
hackers took advantage of an old, unsecured 
website page to send phishing emails. The flaw 
was reported in Check Point Research’s January 
2019 announcement. 

•	 1.16 unique combinations of email addresses 
and passwords” were exposed & discovered in 
2019 in a massive breach called “Collection 1.” 
This load of information was discovered by an 
IT security researcher and is thought to be the 
largest breach in history to date, according to an 
article by Fortune

MOST COMMON CYBER ATTACKS METHODOLOGIES
Cyber security attacks are some of the fastest-
growing crimes in the world — especially for 
businesses and organizations in the United 
States. (Juniper Research estimates that the U.S. 
companies and organizations will be the targets of 
more than 50% of all cyber-attacks by 2023.) As 
such, there are many statistics in this area, including 
a breakdown of some of the top cyber security 
threats and a list of some of the most common types 
of cyber-attacks. In terms of cyber security threats 
statistics, indicate a list which includes DDoS attack 
statistics, malware attack statistics, man-in-the-
middle attack statistics, phishing-related statistics, 
and web application attacks and vulnerabilities. 
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DOS AND DDOS ATTACK STATISTICS
Although the methods and scale of each attack 
differ, the ultimate goal of denial of service (DoS) 
and distributed denial of service (DDoS) attacks is 
the same: The aim is to flood a resource or targeted 
system to deny access to those who need it.  Internet 
of Things (IoT) devices are frequently compromised 
and added to botnets, then used to launch ongoing 
distributed denial of service malware and brute-
force attacks that use common usernames and 
passwords. As the IoT market continues to grow 
and more devices are being used across virtually 
all industries, it is anticipated that the year’s cyber 
security statistics will continue to reflect increasing 
cyber-attacks and exploits of this technology in 
2019.

It is anticipated that by the year 2020, 20.4 billion 
Internet of Things (IoT) devices will exist, according 
to a press release from Gartner, Inc. with routers 
accounting for 75% of infected devices in IoT attacks 
and connected cameras accounted for 15% of them. 
Five minutes is the average amount of time it takes 
for an IoT device to be attacked once plugged into 
the Internet, according to a report from NETSCOUT. 
The largest DDoS attack on record, according to 
NETSCOUT Threat Intelligence Report from the 
second half of 2018, was a 1.7 terabytes per second 
(TBPS) reflection/amplification attack against a 
U.S.-based service provider. To provide you with 
perspective, Netflix recommends five megabits per 
second for streaming high definition (HD) quality 
shows and 25 megabits per second for streaming 
ultra HD quality shows. Eight megabits is equal to one 
megabyte per second, and one million megabytes 
is equal to one terabyte. This means that the victim 
was targeted with an attack using the demand 
equivalent of streaming 200,000 HD TV shows, 
or 40,000 ultra HD TV shows, simultaneously. 

MALWARE  ATTACK STATISTICS 
•	 According to an article by Security Magazine, 

one in 50 emails contain some form of malicious 
content. Digital Trends estimates that 10% of 
all malicious emails contain malware such as 
Ransomware, spyware, adware, or trojans. Here 
are some additional cyber security statistics 
to help increase your understanding of this 
growing issue:

•	 The use of malicious PowerShell scripts increased 
1,000% in 2018, according to Symantec’s ISTR 
2019 report 

•	 Email responsible for spreading 92% of all 
malware with CSO Online estimating that email 
is the primary method of malware delivery.

•	 Man-in-the-middle attack statistics- More 
than one-third of exploitation of inadvertent 
weaknesses involved MitM attacks, according to 
IBM’s X-Force Threat Intelligence Index 2018. 

•	 Web application attacks and vulnerabilities Web 
applications — everything from calculators and 
Google docs to webmail platforms and dynamic 
websites — are vulnerable to a variety of attack 
methods such as SQL injections, formjacking, 
and brute force attacks. According to a report by 
Imperva: “The overall number of vulnerabilities 
in 2018 (17,308 increased by 23% compared to 
2017 (14,082) and by 162% compared to 2016 
(6,615)… more than half of web application 
vulnerabilities have a public exploit available 
to hackers. In addition, more than a third 
(38%) of web application vulnerabilities don’t 
have an available solution, such as a software 
upgrade workaround or software patch.” Web 
application vulnerabilities create opportunities 
for hackers to launch devastating attacks. 
TrustWave reports the two most common attack 
method as cross-site scripting (XSS), which 
constituted about 40% of web attack attempts, 
and SQL injections (24%). The following is a list 
of key cyber security statistics relating to web 
application attacks and vulnerabilities:
• Acunetix’s Web Application Vulnerability 

Report 2019 reports that websites have 
46% high and 87% medium security 
vulnerabilities, with Application-layer 
attacks such as SQL injection or cross-
site scripting” seeing an increase of 38%, 
according to Akamai’s Summer 2018 State 
of the Internet/Security.

• The average number of websites 
compromised by formjacking code each 
month in 2018 was 4,818, according to 
Symantec’s ISTR 2019 report.

• The Web Application Vulnerability Report 
2019 indicates that 2% of its sampled 
web application targets were vulnerable 
to remote code execution, which allows a 
malicious user to execute virtually any code 
within a web application.
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SECURITY SET-UP FOR FINTECHS
While traditional banks and exchanges operate in 
strict compliance with the laws and government 
regulations, cryptocurrency apps, trading platforms, 
and crowdfunding initiatives are in a “twilight zone” 
where the laws of any jurisdiction do not apply fully.
As governments bring the ever-spreading crypto 
market into the framework of the applicable laws, 
we are still too far away from full compliance. As a 
result, we see ICO scams and currency thefts with 
very little promise of being solved.

In crypto apps, the security of both the owners’ 
and the users’ data is the responsibility of the 
app developers. For the sake of fairness, in other 
FinTech apps, the security also depends on the app 
development, but traditional finance companies can 
appeal to law enforcement or insurance agencies in 
the event of a breach.

For hackers, FinTech applications are a true 
honeypot, as, by compromising a FinTech app, 
they can steal both the money and the identities of 
their users. While security and data protection are 
important for any kind of application, for those in the 
FinTech industry, they are the top priority. Needless 
to say, in any case of a security breach, the company 
loses its most valuable thing – its reputation.

Including security policies in software architecture. 
This point includes several practical steps, such as 
implementing a multi-level access management 
system with the possibility of quick revocation, 
providing authentication mechanisms, etc.
Perform input validation. Include a mechanism for 
validating any data received from other sources, 
especially untrusted ones.
Check the data sent to external systems and 
networks. Send only what is absolutely necessary 
and verify that the data you are sending does not 
contain any sensitive information or allow injecting 
a malicious command.
Deny by default. Close access to all app functions 
and allow it only on a need-to-know basis.
Pay attention to your framework messages. Most 
development tools and frameworks include security 
mechanisms; therefore, they can detect flaws in 
your code. Note the warnings that your framework 
sends and alter your code accordingly.

TEST YOUR APP
Everybody tests their software product – this goes 
without saying for all development companies. True, 
there are lots of testing practices and methodologies 
verifying all aspects of an app. However, to create 
a fully secure Fintech application, you need to 
specifically test it for security.

Security testing is a multi-component task. 
Verify that the network infrastructure has no 
vulnerabilities. At this stage, check the operating 
system, the database, the storages, and other 
components for flaws and breach possibilities and 
also check that no breach can occur during the 
application running in the browser.

Make sure you are using reliable frameworks and 
tools on the server side and that their security 
mechanisms are adequate as well as penetration 
testing.

Encryption is the way to protect data “in transit”, that 
is, during sending between different entities. When 
the data is being sent, it is rather easy to snatch. 
Encryption turns your data into a meaningless 
scramble that is of no use to hackers. The intended 
recipient will be able to view it in its original form. 
There are many encryption algorithms that are 
used to protect sensitive data. AES (Advanced 
Encryption Standard) is considered to be the most 
secure and is now the most widely used standard 
including the Federal US government standard. 
Most applications running on Android, iOS, and 
Windows operating systems use this encryption 
method. Proper encryption requires not only 
the choice of the encryption method, but also its 
professional implementation.

IMPLEMENT  RELIABLE  AUTHENTICATION METHODS
No FinTech app can be secure without proper 
authentication. By performing the authentication 
procedure, the user confirms that they are who 
they claim to be and have the right to access their 
financial matters. Each user has their personal 
account where they can see their statuses and 
perform operations with their finances. It is up 
to the app developer to set up the authentication 
procedure so as to prevent user identity interception 
and unauthorized access.
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In 2019, a simple one-step login-password 
procedure is not enough for a FinTech application. 
The recommended way is to use multi-factor 
authentication, where the user not only provides 
their login and password, but also verifies their 
identity via their phone number or email. A unique 
code sent to an email or phone completes the 
authentication.

The recommended security measures and 
mechanisms are listed in the ISO/IEC_27000 
standard. Analyzing your application against this 
standard, you can identify the possible deficiencies 
and make the necessary improvements.

WHAT IF YOU ARE OUTSOURCING?
The Fintech should partner with a professional 
company that adheres to the common security 
principles and can prove it. Companies that can be 
trusted to build a secure FinTech application use 
development tools and platforms with their own 
security mechanisms and employ developers who 
pass relevant security certifications and in good 
standing. When you are choosing the development 
company, ask the candidates about the specific 
security standards and measures they apply.

CONCLUSION 
With the speed at which enterprises are moving to 
innovate and deliver new services, all while dealing 
with a complex web of computer resources, it’s 
easy to let the discipline required for security slip. 
DevOps can help speed development, but it can 
be challenging to get and keep security in place, 
especially in the transition from traditional IT 
management to DevOps.

To succeed, enterprises must ultimately have the 
processes, technology and – most importantly – 
people in place to keep systems adequately secured.

It is critical to remember that legacy security 
systems, made up of various point products, have 
proven inadequate to prevent the rising volume and 
sophistication of cyber-attacks.

Too many security tools depend heavily on manual 
intervention, which can’t enact new protections 
quickly enough to have a meaningful impact on 
ongoing, targeted attacks. Reducing cyber risk 
requires having integrated, automated and effective 
controls in place to detect as well as prevent threats, 
known and unknown, at every stage of the attack 
lifecycle.
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DEFINITION OF TERMS
SMB means Small and Medium Sized Businesses, 
and refers to Companies with less than a certain 
number of employees.
SME means Small and Medium Enterprises, which 
is the term used by the European Union and 
International Organizations to refer to SMB.
IOT  (Internet of Things) - Any IP based device that 
can be connected into the cyberspace e.g. routers, 
temperature sensors, CCTV cameras etc.; OR
the interconnection via the Internet of computing 
devices embedded in everyday objects, enabling 
them to send and receive data.
Power Shell Scripts Windows PowerShell is a 
command-line shell and scripting language 
designed especially for system administration. ... 
Built on the .NET Framework, Windows PowerShell 
helps IT professionals to control and automate the 
administration of the Windows operating system 
and applications that run on Windows Server 
environment.
SQL injection attacks occur when a web application 
does not validate values received from a web form, 
cookie, input parameter, etc., before passing them 
to SQL queries that will be executed on a database 
server. ... SQL injection attack risk is usually very high 
and the consequences are severe.
Form jacking is a relatively new form of digital 
information theft caused by hacker attacks 
on commercial websites involved in banking, 
e-commerce and other activities that collect 
customers' personal information. Is software that 
does in the virtual world what card skimmers do in 
the real world: Just as a skimmer steals personal 
data from your physical credit card at the moment 
you swipe it at a gas pump or ATM, a site infected 
with formjacking code captures your data as you 
submit it to an online order form and transmits it to 
data thieves.
A Brute Force Attack is the simplest method to 
gain access to a site or server (or anything that is 
password protected). It tries various combinations 
of usernames and passwords again and again 
until it gets in. This repetitive action is like an army 
attacking a fort.
Telemetry is an automated communications 
process by which measurements and other data 
are collected at remote or inaccessible points and 
transmitted to receiving equipment for monitoring. 
The word is derived from Greek roots: tele = remote, 
and metron = measure

FinTech is the new applications, processes, products, 
or business models in the financial services industry, 
composed of one or more complementary financial 
services and provided as an end-to-end process via 
the Internet.
The Dark web is the World Wide Web content 
that exists on darknets, overlay networks that 
use the Internet but require specific software, 
configurations, alsoDark web,Deep web,Darknet 
,Darknet market.
Ransomware - a type of malicious software 
designed to block access to a computer system until 
a sum of money is paid, "although ransomware is 
usually aimed at individuals, it's only a matter of 
time before business is targeted as well"
Botnets - a network of private computers infected 
with malicious software and controlled as a group 
without the owners' knowledge, e.g. to send spam.
A router is a networking device that forwards data 
packets between computer networks. Routers 
perform the traffic directing functions on the 
Internet.
Aman-in-the-middle attack (MITM) is an attack 
where the attacker secretly relays and possibly 
alters the communications between two parties 
who believe they are directly communicating with 
each other.
AHoneypot is a computer security mechanism set 
to detect, deflect, or, in some manner, counteract 
attempts at unauthorized use of information 
systems. Generally, a honeypot consists of data (for 
example, in a network site) that appears to be a 
legitimate part of the site, but is actually isolated and 
monitored, and that seems to contain information 
or a resource of value to attackers, who are then 
blocked. This is similar to police sting operations, 
colloquially known as "baiting" a suspect.[1]

The writer is the 
Head Information Risk at KCB Bank Group
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THE RISE OF  OPEN BANKING

Open banking – the practice that gives third-
party financial service providers open 
access to data from banks and non-banks 

– has been on the rise especially in the US and UK 
since 2014 and it presents new opportunities for the 
financial services sector beyond retail banking.
The US is a runaway leader in the use of banking 
data for wealth management products and advice. 
Personal financial management (PFM) tools are 
used by over 30% of US consumers. These draw data 
from banks and other financial institutions to offer a 
view of credit card, bank, mortgage, investment and 
pension data within a single app. Budget tracking, 
expense analysis and overspending alerts are 
common features. Advisers use these tools to obtain 
an up-to-date picture of a client’s financial situation 
and spending patterns.

OPEN BANKING PROGRESS IN THE UK
2007
European Union  publishes  the revised Payment 
Services Directive( PSD1), introducing the concept of 
third-party participation in the payments sector.

2014
Open Data Institute and Fingleton publish report 
recommending open banking to stimulate banking 
competition. Competition and Markets Authority 
(CMA) launches investigation into supply of retail 
banking services.

2015
HM Treasury commits to delivering open banking. 
Open Banking Working Group (OBWG) formed. 
European Union publishes requirements of PSD2.

FEBRUARY 2016
CMA publishes report introducing open banking 
as a remedy to address lack of competition and 
innovation and OBWG report recommends creating 
an open banking standard using an API.

SEPTEMBER 2016
Open Banking Implementation Entity formed to 
manage technical aspects and governance of the 
initiative.

FINANCE AND BANKING FINANCE AND BANKING
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FEBRUARY 2017
Nesta introduces the Open-Up Challenge, a 
competition and support initiative.
November 2017
Chancellor expands the scope of open banking.

JANUARY 2018
PSD2 transposed into national law. Nesta Open-
Up Challenge stage 2 applications open. In the UK, 
the Competition and Markets Authority (CMA) has 
compelled banks to make data available to third 
parties and to adopt a common technical standard 
for this data to be drawn through automated feeds, 
such as PFM tools. The initiative is called the Open 
Banking Standard.  The EU has also initiated the 
move towards open banking. 

The revised Payment Services Directive (PSD2) was 
transposed into member states’ law in January 
2018. It requires that all payment services providers 
allow authorized third parties to access customers’ 
accounts to extract data or initiate payments, 
without having to use the banks’ online services. 
It also sets standards for security measures. But 
the UK, through the CMA, has gone well beyond 
minimum requirements, demanding that the 
largest banks collaborate in their implementation 
process through an Open Banking Standard.  
 
In 2014, the UK government commissioned the 
Open Data Institute and Fingleton Associates to 
investigate open banking. In the same year, the 
CMA launched an investigation into the supply 
of retail banking services to consumers and 
smaller businesses. Both investigations concluded 
that greater access to data should result in 
increased competition and innovation in banking 
and those banks should create standardized 
APIs, accessible by authorized third parties.  

THE INITIATIVE 
HM Treasury asked the Open Data Institute to outline 
a plan to implement the open banking initiative in the 
UK. To do this, it set up the Open Banking Working 
Group (OBWG), comprising industry experts, 
and consumer and business representatives. To 
manage the technical and governance aspects of 
the initiative, a new organisation called the Open 
Banking Implementation Entity was created. This is 
funded by eight UK banks and one building society 
and overseen by the CMA, FCA and HM Treasury.  
 
To kick-start innovation, Nesta, an innovation 
foundation, was mandated to identify and support 
20 small technology companies to develop new 
services, apps and tools, using open banking 
functionality, that help UK small businesses.  
 
Chris Gorst, fintech challenge prize lead at 
Nesta, says: “A risk with PSD2 is that you get 
fragmented solutions, with individual banks coming 
up with their own different ways of complying. 
With open banking in the UK, the banks have 
to agree a common standard. For developers 
wanting to develop new services, and ultimately 
for banking customers, that’s really good news.” 
 
In his Autumn Budget 2017, UK’s Chancellor Philip 
Hammond announced that payment accounts such 
as credit cards and ewallets were to be included in 
the initiative. Chris suggests: “Where this logically 
ends is not just payment products, but savings 
products, pensions, mortgages – an open ecosystem 
for all financial products. That would revolutionise 
people’s ability to take control of their financial lives.”

Source : CISI Publication

FINANCE AND BANKING
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Send money by 
text or email

Request money 
easily

Create and share 
virtual cards

Load your 
pre-paid cards

Pay bills on the go

Super safe 
FaceID and 

fi ngerprint log-in

Download it now

#staysafe
Remember that you can use the Ecobank Mobile app if you are keeping 

your distance from others or are self-isolating. You can also use it to 
send money to others (or request money) for electricity or to top-up 
airtime during these challenging times. #staysafe #covid19 #africa
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From Analogue to Digital:
The Changing Face of Uganda’s 
Financial Literacy Curriculum
Dr. George Wilson Ssonko MBA, MCIPS

FINANCE AND BANKING

Economic Historians will look favourably at 
Uganda’s financial system when assessing 
the Twentieth year of the Twenty first 
Century. Two Thousand Nineteen was a 

year when Uganda’s financial sector matured in 
terms of Financial Inclusion, if not in practice at 
least with regard to strategic planning. In terms of 
strategic planning, the watershed moment was the 
finalization of the Financial Sector Development 
Strategy 2019/2020 to 2024/2025 (FSDS) which 
seeks to enhance accessibility and usage of finance; 
improve access to long term finance; strengthen 
financial innovations and supporting infrastructure; 
as well as promotes financial stability and integrity. 
The document builds on and draws inspiration 
from the National Financial Inclusion Strategy 
2017-2022 (NFIS) and the lessons learnt from the 
implementation of the Financial Inclusion Project 
2011-2016 (FIP). Central to the FSDS and NFIS is the 
recognition that the digital revolution has brought a 
new group of financial services and products that 
were not prominent in the market a decade ago.

Digital Financial Services (DFS) as this group of 
financial services and products are known entail 
a broad range of financial services accessed 
and delivered through digital channels including 
payments, credit, savings, remittances, and 
insurance. The monetary value transacted across 

these digital platforms has grown stratospherically. 
For example at inception in March 2009, mobile 
money transaction value stood at UGX0.5billion 
which has grown to UGX6.7Trillion in November 
2019. Similarly, agent banking transaction values 
have grown to UGX1. 47Trillion in September 2019 
from UGX593.0billion in December 2018. 

As the values have picked, the complaints and 
suspicious / fraudulent transactions have also 
increased. For instance the number of complaints 
received by Mobile Network Operators stood at 
182,386 in 2018 and 115,853 in 2019. The number 
and value of frauds / suspicious transactions stood 
at 486 and UGX0.761billion, respectively in 2018 
compared to 441 and UGX1.176billion for the period 
January to November 2019. The complaints include 
among others erroneous transfers, identity theft, 
compromised PINs, and false promotions. 
The supply side players have developed the 
infrastructure with safeguards to protect the 
integrity of the system against some of these risks 
associated with DFS. Nonetheless, the weakest 
link in the system is the human-machine interface 
making financial consumers a key cog in ensuring 
the safety and resilience of the financial system. 
Therefore, without adequate sensitization of 
financial consumers to guard against the risks in the 
DFS space, the entire digital financial infrastructure 
is vulnerable.
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1Morgan, P.J., Huang, B. and Trinh, L.Q. (2019). The need to promote digital financial literacy for the digital age. 
https://t20japan.org/policy-brief-need-promote-digital-financial-literacy/
2American Library Association cited in Jonathan Bailey (Thursday, February 22, 2018). The Growing Need for Digital 
Literacy. 
3Microsoft (2020). The new digital literacy course. https://www.microsoft.com/en-us/digitalliteracy/home
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Uganda’s efforts as espoused in the Strategy for 
Financial Literacy in Uganda 2012/2013 – 2016/2017 
(SFLIU 1) have focused on the financial services and 
products delivered through Traditional Brick and 
Mortar Financial Institutions (TBMFIs). Colloquially, 
the SFLIU 1 focused on analogue delivery channels. 
It covered a broad array of modules in order to 
meet the goal of enhancing knowledge, skills, and 
confidence in money management given one’s 
social and economic circumstances. The modules 
included Personal Financial Management (PFM); 
Savings; Investment; Loan Management; Insurance 
& Risk Management; Planning for Old Age & 
Retirement; and Financial Services Providers (FSPs). 
Given that most of the digital delivery channels of 
financial services were envisioned as payment 
systems, the digital financial services in the SFLIU 
1 were publicized and taught under the module 
about FSPs. However, with the value addition to 
DFS platforms to include other products such as 
insurance, taxation, and credit which integrate 
knowledge areas from the traditional Financial 
Literacy (FL) curriculum, it becomes necessary 
to develop training content primarily targeted at 
understanding DFS. The Strategy for Financial 
Literacy in Uganda 2019/2020 -2023/2024 seeks 
to fill that lacuna and bring Uganda’s FL curriculum 
in line with international best practice. 

Digital Financial Literacy (DFL) as the name of 
the curriculum about DFS is known, entails having 
knowledge, skills, and confidence to manage digitally 
delivered financial products and services, taking into 
account one’s economic and social circumstances. It 
encompasses five facets1 (i) digital literacy (ability to 
use information and communication technologies to 
find, evaluate, create, and communicate information 
requiring both cognitive and technical skills2); (ii) 
knowledge of digital financial products and services; 
(iii) awareness of digital financial risks; (iv) knowledge 
of digital financial risk control; and (v) knowledge of 
consumer rights and redress procedures.

Digital Literacy provides the skills necessary to use 
digital devices, software, and tools to discover, 
use, and create information3 . It covers aspects of 
interacting with hardware and devices; consuming 
digital content online; communicating online; 
computer privacy, safety, and security; online 
etiquette and civility; accessing and modifying digital 
content; and online collaboration4. In terms of DFL 
in Uganda, focus is on gadgets that can be used for 
DFS such as cellphones, tablets, and personal digital 
assistants etc.; use of Unstructured Supplementary 
Service Data (USSD); smart vis-à-vis basic features 
phones; gadget software; and physical protection 
of gadgets amongst others. From person to person 
(P2P) monetary transfers in March 2009 when 
mobile money was introduced in Uganda, there 
is a plethora of products and services that have 
been added to the DFS. These include Business to 
Customer (B2C), Customer to Business (C2B), Bank 
Account to Mobile Wallet (B2W), and Mobile Wallet 
to Bank Account (W2B). Others include payment 
for utilities like water and electricity, school fees, 
cable television, insurance such as Ayo of MTN 
Mobile Money, as well as digital credit like Wewole of 
Airtel Money amongst others. Of interest in the DFL 
curriculum is awareness of the products and services 
as well as how these work (terms and conditions). In 
addition, it is important for the financial consumer to 
know how the terms and conditions match his / her 
financial needs. For instance mobile money is a retail 
payment system implying that it is suitable for low 
value high frequency payments e.g. airtime top-up. 

Being aware of digital financial risks is another 
aspect that one needs to appreciate in DFL. 
Inherent in the use of DFS are risks associated 
with ICT such as identity theft; fraud; erroneous 
transfers; compromising of Personal Identification 
Numbers (PINs); data hacking; and scams5 etc. 
Financial consumers are taught to identify the risks 
likely to compromise their digital security, integrity 
of records, personal debt sustainability, and digital 
credit worthiness. Closely related are the measures 
one can use to control digital financial risks such 
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as safe custody of passwords and PINs; regular 
changing of passwords and PINs; use of PINs that 
are not easy to decipher; immediate notification of 
Uganda Police and Mobile Network Operator (MNO) 
/ Mobile Money Service Provider (MMSP) once a 
handset is lost; avoid writing PINs on walls and 
calendars; as well as regular tracking of entries in 
accounts statements etc.

Like relationships in the TBMFIs, consumers who 
use DFS can encounter disagreements in their 
relationships with MNOs that can culminate into 
complaints. The DFS provider is the first point of 
contact for the complainant. If the financial consumer 
does not get a satisfactory explanation and / or 14 
calendar days expire without a response, one may 
refer the matter to Bank of Uganda’s Financial 
Consumer Empowerment Mechanism (FCEM). 
Redress procedures and consumer rights for DFS 
are governed by the Mobile Money Guidelines 2013 
and Financial Consumer Protection Guidelines 2011.

Even though DFL is intended to support the uptake 
of DFS, delivery channels used to disseminate the 
content include both traditional approaches like 
print media, face to face workshops, and exhibitions 
as well as ODeL (Open Distance Electronic Learning) 
approaches. The ODeL approaches are Information 
Communication Technology (ICT) centric methods 

4Ibid; Microsoft (2020). Digital Literacy Standard Curriculum Version 4. https://www.microsoft.com/en-us/
DigitalLiteracy/curriculum4.aspx; Applied Educational Systems (2020). How to teach Digital Literacy in the Classroom. 
htttps://www.aeseducation.com/career-readiness/how-to-teach-digital-literacy-in-the-classroom; State Library of Iowa 
(2020). Digital Literacy Tutorials. https://www.statelibraryofiowa.org/id/c-d/digital-info-lit/Tutorials 
5https://www.cgap.org/sites/default/files/Brief-Fraud-in-Mobile-Financial-Services-April-2017.pdf

that include the use of social media platforms like 
Facebook, WhatsApp, and Instagram etc. as well as 
traditional ICT means like websites. The techniques 
include vlogs, blogs, Graphical Interchange Format 
(GIF), Short Messaging Services (SMS), and memes 
etc.

Uganda’s financial inclusion journey since 1906 has 
not always been smooth sailing. As the economy 
enters into an era where monetary value is no 
longer primarily stored as paper / fiat or commodity 
currency but rather in bits and bytes, there is need 
for financial consumers to be prepared. Digital 
Financial Literacy (DFL) is now more relevant to the 
financial independence of Ugandans given that most 
of financial transactions are electronic. The drivers 
of DFS and thereby DFL are evident e.g. higher 
patronization of DFS compared to TBMFIs; increased 
number and value of DFS complaints; increased DFS 
products on the market; young ICT savvy population; 
proliferation of cellphones and mobile devices; 
and rapid rate of financial innovations. As the DFS 
sector evolves, new challenges will be encountered 
that need to be addressed in the DFL curriculum. 
However, in its current format, DFL empowers 
the financial consumer to find the right balance 
between the potential benefits such as convenience, 
efficiency, and cost effectiveness of DFS as well as 
the likely risks such as online fraud, identity theft, 
and over indebtedness etc.
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MINDSET CHANGE AND CUSTOMIZED 
TRAINING KEY TO FINANCIAL CAPABILITY
The life skill of financial capability got the prominence 
it enjoys today following the global financial crisis.  
The global financial crisis is that credit crunch that 
started with the collapse of a financial institution 
known as Lehman Brothers in the USA on September 
15, 2008. Lehman Brothers which collapsed in the 
days of President George Walker Bush Jr had root 
causes stretching back to the Bill Clinton Presidency. 
The desire to facilitate Americans to own houses 
led to excessive deregulation. This coupled with the 
excess liquidity partly emanating from the financial 
innovations of collateralized debt obligations / 
credit default swaps and the implicit housing debt 
guarantees by Freddie Mac and Fannie Mae was 
a recipe for excessive risk taking aka moral hazard.  
Therefore that the credit crunch arose from the 
sub-prime mortgage crisis is not surprising. We 
will never know but probably the pace of the global 
financial crisis would have been moderated if the 
demand side (households and other credit users) 
were financially capable. That recognition that 
probably the greatest financial crisis of the first 
decade of the 21st century might have been abated 
or at least it's effect moderated by a knowledgeable 
financial consumer has led to two developments, 
namely financial literacy aka financial capability 
and financial consumer protection. The former is the 
focus of the article. 

In Uganda financial literacy or capability training 
takes the shape of Training of Trainers (ToT) to 
create a cadre of people who will then train other 
individuals at the grassroots as well as the trainings 
of the grassroots individuals themselves. The 
principle at play is what is termed as the multiplier 
effect - recognition that the Central Bank of Uganda 
(custodians of the financial literacy curriculum) 
does not possess enough financial resources and 
experts to reach all the 40 plus million Ugandans 
in a one-on-one basis.  That recognition calls for 
partnerships with other players who may be in 
private or civil society space to reach out to those not 
necessarily engaged by BoU itself.  The quality of the 
delivery and content is assured through a system of 
accreditation of trainers by BoU which is supported 
by self-reported monitoring and evaluation data 
by trainers. The pros and cons of this system of 
accreditation and quality assurance are matters for 
another discussion.

FINANCE AND BANKING FINANCE AND BANKING

These financial literacy sessions are conducted in 
numbers ranging from a few individuals to a couple 
of hundred participants.  By definition, financial 
literacy seeks to impart knowledge, skills, and 
confidence necessary to manage one's money well 
given one's economic and social circumstances. 
Large groups of participants are sufficient for 
introducing the knowledge and skills needed to 
manage one's finances better. Nonetheless, the 
confidence which is the third aspect which these 
lessons seek to achieve and long-term behavioral 
change may not be easily achieved through these 
large numbers’ sessions. This may be attributed to 
the fact that financial issues peculiar to an individual 
may not be tackled before such large audiences. 
Like health matters, financial matters remain a 
subject best discussed in private. Furthermore, in 
such large groups it is difficult to explore in details 
one's psychological or emotional relationship with 
money.  These psychological relationship(s) influence 
our mindsets about money ranging from how money 
is earned through to getting money to work for you 
as you sleep (wealth accumulation).  Dealing with 
mindsets such as victim mindset, slave mentality, 
and 'I am not good enough' mindset among others 
is a key priority for successful financial literacy. 
The successful contribution of financial literacy to 
capability and thereby to financial independence 
will be achieved by transforming individuals’ 
fixed mindsets into growth mindsets. According 
to Dr. Carol Dweck in her book “Mindset: The New 
Psychology of Success”, a growth mindset is one 
that promotes learning and believes that through 
effort, one can surpass their natural endowment 
and achieve success while a fixed mindset perceives 
success as limited by natural talent.

As a result of the deficiencies inherent in dealing 
with a deeply personal matter in large groups, 
there is a need to supplement mass sensitisation 
with personalised delivery approaches. The 
delivery approaches take the shape of higher level 
interventions such as financial counseling, financial 
coaching, and financial planning amongst others. In 
Uganda, these higher level interventions are still in 
infancy and need to be developed both on the supply 
and demand sides. On the supply side, trained 
personnel to provide these specialized services are 
few while on the demand side awareness of the 
existence and usefulness of these approaches is 
minimal. 
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On a more tactical and / or operational level, 
interventions need to take into consideration the 
seven behaviorally informed practices for effective 
financial capability delivery identified in a Center for 
Financial Inclusion report. These include teachable 
moments (reach out to financial consumers when 
they are in the process of making financial decisions); 
learning by doing (financial consumers retain more 
information through doing); nudges, reminders, and 
default options (timely reminders and default options 
support good habits); Rules of Thumb (mental short 
cuts help turn learning into habit); make it fun (games 
and humour aid learning and retention); customize 
it (tailor advice to an individual’s specific financial 
situation); and make it social (leverage the power of 
social forces / community).

Teachable moments rank highest in the list on 
account of the fact human interactions in the course 
of daily operations presents opportunities for 
learning about money management skills.  Monica 
Coca observes that “A ‘teachable moment’ is a 
unique instant in which the opportunity presents 
itself to teach something to someone else who has 
had their attention captured by that something” 
and in financial education teachable moments 
“lend themselves to teaching people to take 
informed decisions.” Financial services providers 
staff, parents, teachers, and church ministers who 
interact with financial consumers regularly on issues 
focused on money matters are best placed to tap 
into teachable moments to deliver financial literacy 
messages. 

Success has already been achieved in countries 
such as Zambia, Philippines, and Colombia in this 
approach. Camyla Fonseca cites the examples of 
Zambia and Philippines where financial services 
providers have partnered with financial literacy 
practitioners to leverage contact points with financial 
consumers for financial education purposes. The 
activities deployed entailed equipping agents with 
flip books that contain simple scripts and pictures to 
help them provide accurate explanations to financial 
consumers.  Apart from increased awareness 
and knowledge about the financial products and 
services, knowledgeable financial consumers have a 
higher probability of repeat usage. 

Therefore, next time you are serving as a customer 
experience staff in a financial institution, evaluate 
your performance in terms of both the number of 

FINANCE AND BANKING

clients engaged as well as the quality of explanations 
offered to the clients. Changing people’s mindsets 
requires a thorough explanation and a customized 
message. The returns may not be immediate but a 
repeat customers cost far less in the medium to long 
term than new customers. Camyla Fonseca argues 
that “responsibly leveraging customer touch points 
as teachable moments can benefit [the FSP in 
terms] of stronger customer relationships, reduced 
misuse, and better financial habits that may increase 
customer loyalty in the long term.”
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INSURANCE PREMIUM FINANCING
- AN INSURER’S PERSPECTIVE

The enactment of the Insurance Act 2017 introduced radical but necessary changes to
the insurance practice. Among these changes, was the need to transact on a Cash and
Carry basis when purchasing insurance. The insurance sector had over time created an
unfortunate culture of credit so much that for the last five years, aggregate receivables
were in excess of UGX 100BN. This was continuously precipitated by the lack of
appreciation for risk occurrence hence delayed payment of premium by clients. This
situation continuously put the insurance players at dire straits and hampered the growth
of the sector vide its capital framework and regulatory structures thereof since a big
chunk of the premium was always declared as a receivable in excessive periods and
hence impeding on the liquidity and solvency ratios of the sector.

The advent of the provision in the Insurance Act 2017 required the purchase of insurance
on cash upfront which was warmly received by the players. The provision of the Act in
effect stated that all insurance premium payments either by cash or any other payment
medium should be made upfront for any insurance contract or a proposed contract to
be made. This provision allows in very exceptional circumstances where premiums can
be paid in instalments. Whilst this is allowed it requires the individual player seek special
dispensation from the regulation the IRA which must be cast in a binding premium
payment warranty that must be strictly adhered to.
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The cash and carry provision re-emphasizes the need to fulfil the tenets of a contractual
relationship with respect to the premium payments, enshrined in best practice to ensure
that when clients intend to enjoy insurance services, they are able to pay premium
upfront. This guarantees best service to clients at claim time and most importantly the
financial soundness of the respective insurance companies which is a regulatory hallmark.
With the current economic events caused by the COVID-19 pandemic that has created a
massive business downturn for entire economy, banks and other financial institutions
have offered reprieves to borrowers and likewise the insurance companies through the
Insurance Regulatory Authority (IRA), have also provided practice guidance on credit
lifelines that will ensure that policy holders sustain their insurance covers while at the
same time obtaining optional financing for their premiums.

This economic downturn with us further worsened by the already increased competition
within the insurance industry and a stringent regulatory regime that requires regular
solvency checks on the players. In light of these elements of force, the searching for
opportunities to differentiate members amongst themselves in order to retain renewals
while still growing their new business base is a must explore and IPF certainly provides a
solution to a good extent. The eminence of risk is now more prominent amidst tightened
economic spending and IPF offers reprieve to the insurer, the insured and the lender in
this case the banker once agreed upon equitably.

The relevancy of IPF can never be skewed to Insurers alone but to Banks as well. This
takes the form of personal and commercial insurance policies premium financing and at
rates typically less than those of standard commercial rates for these banks and while at
the same time allowing insureds and bank customers to use the asset of the insurance
policy to collateralize for a loan. By using the insurance policy as collateral, premium
financing allows insureds to leverage their assets for other business-critical needs. They
pay for the insurance as they use it because payments are tailored to their needs,
extended over for an agreed-upon period of time and payments spread over regular
intervals. This further eases cash flow management, budgeting process and expense
allocation.

To the users of IPF, spreading payments over an established period of time allows for
better control of cash flow and frees up capital for other business-critical needs. This
eliminates the requirement for a large up-front payment by the insureds which are more
often a hindrance to continue with insurance. Multiple insurance policies can be attached
to a single premium finance contract, allowing for a single payment plan to cover all
insurance coverage. This provides a wider cover to clients without liquidating other assets.
In such arrangements the relevancy of brokers is vital by delivering a ball pack insurance
program to their clients that includes well negotiated and reasonable payment options to
their insureds while still realizing full commissions as well.

The Uganda Insurers Association will continue to work with the Uganda Bankers
Association to ensure that IPF arrangements are made priority and if not the preferred
premium payment methodology. The IPF arrangement can be considered risk free since
the insurance companies guarantee the repayment to the bank and the guarantee deed is
a first recall document in the event of a default. This should always be the bankers’ relief
in these arrangements.

For more information about Insurance? Send your questions to Uganda 
Insurers Association (info@uia.co.ug) or call 0800 10 50 50 or to the 
Insurance Regulatory Authority of Uganda (info@ira.go.ug) or call 0800 
124 124.
Twitter: @ The UIA l Facebook: Uganda Insurers Association.
Website: www.uia.co.ug 

MICRO FINANCE
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In 2016, the government amended the Financial 
Institutions Act (FIA) 2004 to make provision 
for Islamic Banking. Financial institutions then 
embarked on strengthening both their technical 

and operational capacity to roll out this initiative 
within the sector. Staff of supervised financial 
institutions continue to participate in capacity 
building/training programmes on Islamic Banking. 
Regulators and policy makers continue to facilitate 
the creation of an enabling environment that 
is supporting the operationalisation of Islamic 
Banking in Uganda. The introduction of Islamic 
Banking creates an opportunity for Ugandans 
to access a wider range of financial options and 
choice of banking products and services and this 
will ultimately contribute to the financial inclusion 
agenda. 

WHAT ISLAMIC BANKING IS ABOUT? 
Islamic Banking, also known as non-interest banking, 
‘is a system based on the principles of Islamic or 
Shari’ah law and guided by Islamic economics. 
Islamic banks offer financial services without using 
the conventional interest-based system, providing 

ISLAMIC BANKING 
PROVIDES FOR SHARING 
OF NET PROFIT OR LOSS 
Mr. Musa Mayanja Lwanga

for the sharing of net profit/loss and the risk involved 
in a proportional manner between the lender and 
the beneficiary. As such, a financial institution not 
only expects to claim a proportion of the profits of 
a project, but also carries proportional share of 
the loss of that project. Thus, in Islamic Banking, 
financial institutions make a profit through equity 
participation, which requires a borrower to give 
the bank a share in their profits rather than paying 
interest.

WHO REGULATES ISLAMIC BANKING IN UGANDA? 
All financial institutions offering Islamic Banking 
products and services are regulated by Bank of 
Uganda. Islamic Banking regulations were gazetted 
in February 2018 and these cover license to conduct 
Islamic financial business, deposits in Islamic 
financial business, capital adequacy, liquidity 
and profits, credit provision in Islamic financial 
business, Shari’ah advisory board, central Shari’ah 
advisory council as well as remedial measures 
and administrative sanctions, and other macro-
prudential metrics to ensure stability of the financial 
system. 

MICRO FINANCE
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Because Islamic financial institutions are required 
to follow Islamic or Shari’ah commercial laws, the 
Central Bank is to establish a Central Shari’ah 
Advisory Board to advise the Central Bank on 
matters of regulation and supervision of Islamic 
banking systems in Uganda and to approve any 
product to be offered by financial institutions 
conducting Islamic banking. On the fiscal side, the 
Ministry of Finance through consultations with 
various stakeholders, including the Uganda Bankers’ 
Association, is to put in place policy regulations and 
guidelines that will aid the taxation of transactions 
based on Islamic Banking. 

WHO QUALIFIES TO CARRY OUT ISLAMIC BANKING? 
A financial institution already licensed by Bank of 
Uganda and intending to carry out Islamic Banking 
will apply to the Central Bank to carry on Islamic 
financial business through an Islamic banking 
window.  A financial institution approved to conduct 
Islamic Banking shall appoint and maintain a 
Shari’ah Advisory Board whose function, among 
others, will be to approve and review the Islamic 
business of the financial institution to ensure it 
complies with the Shari’ah.

AN OVERVIEW OF ISLAMIC BANKING PRODUCTS
 Like the traditional banking system, Islamic banks 
shall operate two sides of the balance sheet, namely 
the asset side and the liability side. However, these 
products shall be based on Islamic contracts as 
illustrated below: 
•	 The liability Side: This side includes the demand 

deposits, which are risk-free and provide no 
fixed return to the depositor apart from the 
bank discretionally gift (hiba) and the investment 
deposits, which expose the customer to the risk 
of losses from investments made by the bank. 
Contracts commonly used on this side include 
benevolent loan (Qardh) and guaranteed safe 
custody ( wadi’a yad dhamanah). 

•	 The Asset Side: After obtaining funds from the 
liability side, Islamic banks use these funds in 
different channels, including retail and corporate 
sectors by offering a broad spectrum of products 
such as Islamic financial intermediation and 
Islamic leasing, and Islamic Bond (Sukuk) among 
others. 

DIFFERENCE BETWEEN ISLAMIC BANKING AND 
CONVENTIONAL BANKING SYSTEM 
The Islamic Banking system promotes risk sharing 
between financial institutions and their customers 
whereas the conventional banking system operates 
on predetermined rate of interest. With Islamic 
Banking system, functions and operating modes 
are based on Shari’ah law. Financial institutions 
have to ensure that all business activities are in 
compliance with Shari’ah requirements whereas 
with the conventional banking system, functions and 
operating modes are based on secular principles 
and not based on any religious law or guidelines 
which render them miss an ethical ground. Under 
the profit and loss sharing arrangement, Islamic 
banks assume returns only if there is a profit by 
customer this promotes sound projects and support 
managerial competence of the entrepreneur while 
with the conventional banking system emphasis is 
on credit worthiness. 

BENEFITS OF ISLAMIC BANKING 
Apart from availing Ugandans with a range of 
financial options and choice of banking products 
and services, Islamic Banking has some unique 
advantages, including reducing the impact of 
harmful products and practices, offering financial 
justice, encouraging stability in investments as well 
as accelerating economic development. 

REDUCING THE IMPACT OF HARMFUL PRODUCTS 
Shari’ah principles forbid any transactions that 
support industries or activities which are forbidden 
in Islam regardless of whether the activities are legal 
or not in the place of transaction. Such activities 
include usury, speculation, prostitution, alcohol and 
gambling.
 
PRINCIPLE OF FINANCIAL JUSTICE 
Financial justice is a requirement that helps Islamic 
banking products function in a Shari’ah compliant 
way. The conventional financial system looks at 
making profit through interest payments and makes 
the beneficiary liable for any risk. Islamic Banking 
paves way for the sharing of profit/loss and risk 
involved in proportional manner. 

The Writer is an 
Economist and CEO, Nakinsige Holdings
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Five years from now, over one-third of skills (35%) that are considered important in today’s workforce 
will have changed. By 2020, the fourth industrial Revolution will have brought us advanced robotics 
and autonomous transport, artificial intelligence and machine learning, advanced materials, 
biotechnology and genomics. These developments will transform the way we live, and work. Some 

jobs will disappear, others will grow and jobs that do not even exist today will become commonplace. What 
is certain is that the future workforce will need align its skill set to keep pace.  A new report, The Future of 
Jobs, looks at the employment, skills and workforce strategy for the future. The report asked chief human 
resources and strategy officers from leading global employers what the current shifts mean, specifically for 
employment, skills and recruitment across industries and geographies.

WHAT SKILLS WILL CHANGE MOST? 
Creativity will become one of the top three skills workers will need. With the avalanche of new products, new 
technologies and ways of working, workers will have to become more creative in order to benefit from these 
changes. Robots may help us get to where we want to be faster, but they cannot be as creative as humans 
(yet). Whereas negotiation and flexibility are high on the list of skills for 20I5, in 2020 they will begin to drop 
from the top 10 as machines, using masses of data and begin to make decisions for us. 

A survey done by the World Economic Forum’s Global Agenda Council on the Future of Software and Society 
shows people expect artificial intelligence machines to be part of a company’s board of directors by 2026. 
Similarly, active listening, considered a core skill today, will disappear completely from the top 10. Emotional 
intelligence, which does not feature in the top 10 today, will become one of the top skills needed by all. 

TOP 10 SKILLS FOR THE 
FOURTH INDUSTRIAL 
REVOLUTION

Sulaiman Semakula
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In 2020  In 2015

1. Complex Problem Solving  1. Complex Problem Solving

2. Critical Thinking 2. Coordinating with Others

3. Creativity 3. People Management Skills

4. People Management 4. Critical Thinking

5. Coordinating with Others 5. Negotiation

6. Emotional Intelligence  6. Quality Control

7. Judgment and Decision making 7. Service Orientation

8. Service Orientation 8. Judgment and Decision making

9. Negotiation 9. Active Listening

10. Cognitive Flexibility 10. Creativity

Source: Future of Jobs Report. World Economic Forum Report 2019

TOP  10  

2020 & 2015
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DISRUPTION IN INDUSTRY
The nature of the change will depend very much on the industry itself. Global media and entertainment, 
for example, has already seen a great deal of change in the past five years.  The financial services and 
investment sector, however, has yet to be radically transformed. Those working in sales and manufacturing 
will need new skills, such as technological literacy. Some advances are ahead of others. Mobile internet and 
cloud technology are already impacting the way we work. Artificial intelligence and 3D printing are still in 
their early stages of use, but the pace of change will be fast. Change will not wait for us: business leaders, 
educators and governments all need to be proactive in up-skilling and retraining people so that everyone 
can benefit from the fourth industrial revolution. 

The Writer is the  Head, Membership and Business Development at 
The Uganda Institute of Banking and Financial Services
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Give us a brief background about 
your self
My name is Genevieve Laura Onyango. I currently 
work as an M&E Research Assistant at USAID/
Uganda Learning Activity. My interests are 
research, evaluations and data analysis. I 
pursued BA. Economics from Makerere University, 
Postgraduate Diploma in Monitoring and 
Evaluation from Uganda Management institute. I 
further developed my skills in Data Analysis from 
the Uganda Institute of Banking and Financial 
Services using STATA, SPSS, EPI info and EPI data. 
I also have skills in using Advanced Excel. I intend 
to continue building my skills in Big data analytics 
using R and Python from the same Institute. 

Success 
Story Of 
Former 

UIBFS 
Student

Genevive Laura  Onyango

Q & A
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Describe your experience at UIBFS 
and why you Would recommend 
someone to study there? 
The Institute has encouraged me to break out 
of my comfort zone in life and education. It has 
motivated me to enrich my life in all aspects; 
through completing my post graduate diploma in 
Monitoring and Evaluation from UMI. Similarly, I 
plan on continuing training in Big data analytics 
and Data science at the Institute. 
The Institute has also given me the opportunity 
to grow as a person, through my education and 
I would recommend every one to study at UIBFS 
because the trainings are practical and applicable 
in the real world, the trainers are fully equipped, 
readily available to assist you even after the 
completion of the course and the benefits from the 
courses offered will help you land your dream jobs/
promotions at work.

How did your UIBFS study 
experience prepare you for this 
career?
When I set out my dreams of what I would want 
to be in future, improved skill set was one of the 
outcomes. UIBFS study experience helped me to 
achieve that. Developing my data analytical skills 
was crucial in the career path I wanted to take and 
from the Institute; I was able to get introductory 
aspects of this field. The training helped me develop 
passion and interest in using statistical software to 
collect, analyze, interpret data and use it to make 
informed decisions and recommendations.

What do you think are the secrets 
behind getting where you have got 
to in terms of your career?
Be humble and open to learning. It costs nothing 
to be humble. Listen to the advice given to you by 
experts and mentors. Do not stop learning because 
learning is what keeps your mind young. Tammy 
Bjelland said, and I quote “A learning curve is 
essential to growth.” Quitting and negativity should 
be the last thing you think of as you learn, always 
aim for progress.

What is the best career decision you 
have ever made/ what is the worst, if 
any?
The best decision I made was investing in building 
my skills, taking on internships and volunteer jobs. 
This decision helped me get an upper hand in 
interviews and get my current job.

The worst career decision I made was settling 
for a job I did not like. When I completed my 
undergraduate degree, I had no vision and no 
clue of what I wanted to pursue as a career. It was 
because of that I settled for a job I did not like. 
I hated waking up every morning to go to work, I 
disliked the tasks and did not perform to my best. 
I took time to reflect and think about the career 
path I wanted to take and when I discovered that 
job was not the one for me, I decided to resign and 
focus on investing my skills in what I loved. I really 
did not care whether I started from the bottom, to 
me what mattered was about going for a career I 
enjoyed doing.

What do you love about your job/
career?
I love the fact that I get to work with skilled 
and talented groups of people from different 
backgrounds and culture. I get to learn a lot and 
apply what I have learnt in different aspects of 
life. I also love the fact that my job gives me the 
opportunity to be creative and think outside the 
box.

When do/did you consider yourself a 
success?
I consider myself a success whenever I take on a 
learning goal and complete it to the end without 
quitting. I am result oriented.

What would be your best career 
advice?
Discover your passion, invest in building your skills, 
develop networks with experts in your field and 
lastly know your worth, do not settle for less than 
what you deserve. 

What occupies you during your free 
time?
I love cooking, talking long walks, catching up on my 
favorite television shows and spending time with 
family.
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The Board of Directors of the Uganda Institute 
of Banking and Financial Services has appointed 
Mrs Goretti Masadde as the organization’s new 
Chief Executive Officer effective March 16, 2020 
replacing Mr. Anthony Mulindwa.

Goretti brings to the Institute a wealth of knowledge 
and experience in Communications, Strategic 
Planning and Leadership. She is a versatile 
experienced executive, having worked in various 
senior leadership positions in a variety of sectors 
including FMCG, Wildlife Conservation and Tourism, 
Social Development and the Financial Sector. She 
comes to this role with a strong background in brand 
development, marketing and communications as 
well product development. She therefore comes 
with strong insights and experience of developing 
products and presenting products to market as well 
insights and skills for growing brand presence and 
visibility. She will use these insights to reposition 
UIBFS space in the banking industry. 

Goretti started her corporate career as a Brewer 
and Brand Assistant at Uganda Breweries Ltd and 
was promoted to become Brand Manager. She 
moved to the wildlife conservation and tourism 
sector as the Business and Marketing Manager at 
the Uganda Wildlife Education Centre (UWEC). She 
later transitioned to banking starting off as Head of 
Retail and Marketing at Commercial Microfinance ltd 
(CMF) before moving to Global Trust Bank as Head 
of Corporate Communications. Her banking career 
ended at Orient Bank in 2013 where she worked as 
Head of Corporate Communications and Product 
Development before joining PACE as Head of Social 
Marketing (2013-2016).  On the professional and 
voluntary front Goretti was the Secretary General 
and President of the Public Relations Association of 
Uganda, a professional member based organisation 
and is the current President of Rotary club of Kisugu 
Victoria View. 

Her vast experience in Corporate Communications, 
Marketing and Product Development, Professional 
and  Member Based Organisations Management 
and a good understanding of the banking value 
chain will help her steer and support the Institute 
through its next leg of growth.

Mrs Goretti Masadde 
appointed new Institute 
Chief Executive Officer

INSTITUTIONAL HIGHLIGHTS
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 FOR  INDIVIDUALS

ISO 9001:2008 CERTIFIED

THE UGANDA INSTITUTE
OF BANKING AND 

FINANCIAL SERVICES

Greetings from the Institute of Banking and Financial Services.
We are excited to introduce the opportunity for you to enhance, start a fresh career and or simply 
increase your knowledge to help you explore and discern opportunities in banking and financial 
services sector, in the current period.

The Institute mandate is to promote professionalism and inclusion through market-led training, 
research and consultancy to providers and users of financial services. Under training, the institute 
has a portfolio of 92 Academic, Professional and Certified Short Skills programs delivered by 
experienced industry professionals and practitioners in 7 centres around the country. The courses 
are delivered face to face, online or a blend of both.

In this COVID -19 low activity period we invite you to enrol for the online programs in this mini-
prospectus in which you will have personal study modules and online interaction with our tutors. 
We also encourage you to find out about other programs from our staff or the website.

 NOW IS THE BEST TIME 
With a bit of time on your hands and minimal distraction it will be possible for you to start, finish 
or almost finish a certified course. Now is the time to launch a new you or find out what’s best for 
you once things normalise.

Secondly, a lot has changed in this period. Banks and financial service providers have to figure 
out how best to profitably support their current and potential customers through the post 
unprecedented lock down period of total inactivity. Therefore, as a current or prospective industry 
professional / practitioner being more knowledgeable, effective and efficient will enable you 
bring more value to the table thus raising your competitiveness. As users of banking and financial 
services, we shall need to understand the utilization and business opportunities available in the 
sector. Overall as we recreate ourselves or the experience we wish to have, technical knowledge 
will be invaluable. Now is the time to make knowledge enhancement the good out of a tough 
time. Best of luck with your plans.

Goretti Masadde
C.E.O

PROFESSIONAL,  ACADEMIC & SKILLING COURSES  
AVAILABLE NOW

INSTITUTIONAL HIGHLIGHTS
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The Basic Banking course delivered by seasoned bankers will provide you with end to end knowledge 
and understanding about basic banking operations including new developments and trends in 
banking sector.

Upon completion, the training will keep you a head of your game and also give you a competitive 
advantage for immediate and future lateral and upward movement in the bank.

For banks/institutions, Basic Banking ensures immediate knowledge and competency to staff 
reducing mistakes and risks that could cost the bank time, money and customers relationships. 
It also ensures staff have good judgement and are more accountable for their work as they have 
certified appreciation of operations. Also staff are potentially more versatile capable of being 
deployed anywhere in the institutions.

LEARNING OUTCOMES/ BENEFITS

COURSE COVERAGE
Overview of services provided by a bank
•	 Types of accounts, their operations and 

purposes
•	 Electronic Banking i.e. Internet and Mobile 

banking
•	 Overview of credit facilities offered by 

banks
•	 Sound Practices of Lending
•	 Emotional intelligence in a work 

environment
•	 Cheques and Cheque Clearing
•	 Banker/customer relationship and KYC
•	 Understanding customer needs and 

expectations
•	 Basics of Cross selling and marketing of 

bank products

•	 Professionalism in banking and 
Communication Profile of a banker

•	 Overview of FCPGs
•	 Overview of Foreign Exchange Operations;
•	 Understanding Bancassurance
•	 Methods of Funds Transfer
•	 Understanding the role of key bodies (Financial 

Intelligence Authority, & Deposit Protection 
Fund

•	 Overview of Agency Banking
•	 Know your currency (foreign and local)
•	 Duties and responsibilities of a cashier & cash 

counting
•	 Anti – Money Laundering & Risks, Frauds and 

Forgeries

TARGET/ AUDIENCE
New entrants in banking/ financial services, existing bankers that have not attended a basic banking 
course/ anyone seeking an appreciation of the fundamental principles of banking (e.g. High School & 
University Students, Entrepreneurs / Business Promoters etc)

BASIC BANKING
       (Available Online and Face to Face)

1 MONTH

COST: 500,000 UGX 
(Per participant)

DURATION:

Study period may be shorter by 1 week with more study time especially during the current lock 
down period.

INSTITUTIONAL HIGHLIGHTS
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TARGET/ AUDIENCE

Employees of bank/ financial service providers working in non core banking operations e.g. Human 
Resource, Legal, Procurement, Marketing, Public Relations, Administration, Personal Assistants etc.

COURSE COVERAGE

Overview of Uganda’s financial sector
•	 Overview of services provided by a 

bank
•	 Electronic banking, internet and 

mobile banking
•	 Overview of products and services 

provided by a bank
•	 Cash management
•	 The changing banking environment

•	 Overview of enterprise risk management
•	 Business continuity management
•	 Professionalism in banking
•	 Communication etiquette
•	 Team essence and motivation
•	 Emotional intelligence
•	 Critical skills for 21st century workforce / 

professionals

LEARNING OUTCOMES/ BENEFITS
The course delivered by seasoned bankers will give you a wider knowledge and understanding about 
the core activities in banking.

It will enrich your CV and make you more effective and competitive in Banking work. It will give you 
knowledge and insights that will help you contribute to the overall success of your bank. Seasoned 
bankers will share their experience during the course of this training.

For Banks, the training facilitates better cross functional appreciation, collaboration and support for 
smooth and efficient running of the bank. It will also help staff to identify interests in core banking 
that they could get involved in helping with better job satisfaction and hence talent management.

BANKING FOR  NON-
BANKING  EXECUTIVES

(Available Online and Face to Face)

1 MONTH

COST: 400,000 UGX 
(Per participant)

DURATION:

Study period may be shorter by 1 week with more study time especially during the current lock 
down period.

INSTITUTIONAL HIGHLIGHTS
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APPRAISAL OF
AGRIBUSINESS

(Available Online and Face to Face)

2 MONTHS
COST: 900,000 UGX 

(Per participant in a cohort)

DURATION:

Loan officers and other employees of banks / financial services involved in agricultural lending; credit 
analysts & administrators assessing or managing agribusiness cases; Relationship officers/manager; 
technical staff involved in agricultural credit (e.g, agronomists & agricultural).

TARGET/ AUDIENCE

COURSE COVERAGE

•	 Introduction to agricultural production
•	 Fundamentals of agricultural production
•	 Fundamentals of livestock production
•	 Dairy production cycle in uganda and 

how to assess a dairy farm; sources of 
information on agricultural & livestock 
production

•	 Agricultural value chains’ complexities
•	 Production cycles (crop) and how to 

assess the farm
•	 Collection of data on agro businesses

•	 Field visits, collection of data & analysis
•	 Agricultural credit cycles
•	 Acquisition of agricultural clients
•	 Collection of information from agricultural 

clients
•	 Preparation and interpretation of the balance 

sheet, profit and loss, and cash flow of an 
agricultural business

•	 Interpretation of financial ratios on agricultural 
cases

•	 Approaches for monitoring and recovery of 
agricultural cases

LEARNING OUTCOMES/ BENEFITS
The course delivered by experts in agribusiness and bankers with Agricultural financing experience is 
intended toenable participants understand the fundamentals underlying Agricultural lending.

It is designed in a simplified form targeting operational and marketing levels in financial institutions 
with or without Agricultural sciences training.

Upon completion, participants shall  have a  practical and real approach to client identification and 
selection, tools and techniques in agribusiness appraisal, enterprise unique characteristics (crops, 
animals, fisheries and forestry); agricultural loan structuring, primers of agricultural loan monitoring 
and collection and client retention strategies.

For banks the training will increase agribusiness asset and liability portfolio as staff will be better 
equipped to identify and source the right opportunities The training will also reduce risk exposure of 
the bank as staff will be more technically equipped.

INSTITUTIONAL HIGHLIGHTS
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AGRICULTURAL VALUE CHAIN 
FINANCING (AVCF)

 –STRATEGIES, RISKS & 
OPPORTUNITIES

(Available Online and Face to Face)
4 MONTHS

COST: 3,200,000 UGX 
(Per participant)

DURATION:

TARGET/ AUDIENCE
Staff of banks/ financial services providers with responsibility for AVCF strategy of their institutions 
or responsibility for disbursing loans linked to AVCs; Head Office staff involved in AVCF (in the Credit 
Risk department or in the “Agricultural Unit” of a financial institution) , branch managers involved 
in AVCF, professionals involved in formulating agricultural policy and strategy (including outside of 
banks/ financial institutions).

COURSE COVERAGE

•	 Financing the agricultural sector;
•	 The agricultural value chain concept and how 

AVCF works
•	 Evaluation of a financial institution regarding 

AVCF
•	 AVCF market study adapted to a financial 

institution in order to set-up an AVC financing 
scheme

•	 Analysis of key success factors to finance AVCs 
in a financial institution

•	 Mini market study to find out AVCF 
opportunities

•	 Risks linked to agriculture
•	 Risks linked to the AVCs
•	 Advantages of AVC financing vs. Standalone 

financing
•	 Assessment & management of risks of all 

players in an AVC
•	 HR issues in relation to AVCF

•	 Tools to mitigate agricultural and AVC 
financing risks

•	 Arguments for the business case for AVCF in 
a financial institution 

•	 Policies in favour of AVCF 
•	 Forms of organisation to serve AVCs and 

- adaption of the financial institution 
structure and operations to AVCF

•	 Agricultural credit policies
•	 Existing contractual arrangements and how 

to enforce them
•	 Determination of the right (AVC) product set 
•	 Targeted customers for the AVCF lending 

product design
•	 Risks of AVCF if top management is not 

100% committed and methodologies to 
help decision makers understand these risks 

•	 Launch of AVCF strategy within the financial 
institution

•	 Field visits

LEARNING OUTCOMES/ BENEFITS
This is a course designed for strategy and executive levels of the financial institutions.
At the end of the course, the participant is empowered with skills and insights of agricultural value 
chain analysis, ability to design agricultural lending programmes, selection of the right agricultural 
enterprises to lend to, making the right choice of agricultural relations ship officers.
Further the course enables the participants to be able to design Agricultural lending procedures and 
policies for the institution, designing Agricultural risk management strategies, identifying profitable 
agribusiness value chains based on science and economics and not intuition or chance; escalation of 
agricultural lending in a profitable and cost effective manner.

INSTITUTIONAL HIGHLIGHTS
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CERTIFIED CREDIT 
MANAGEMENT

(Available Online & Evening)

9 Months
(2 Semesters)

COST: 1,250,000 UGX 
(Per Semester)

DURATION:

Application Deadline: 30th June 2020

TARGET/ AUDIENCE

Credit Analysts & Managers, Monitoring &Evaluation officers, Credit supervisors & Administrators, 
Audit, retail & corporate banking executives, branch managers, business sourcing and acquisition 
staff, board risk& credit committee / credit approval committee members

ENTRY REQUIREMENTS
•	 A university degree with at least two years of Credit related work experience in a financial 

Institution 
•	 Certified Professional Banker (Diploma in Banking)/ Certificate in Credit Management

LEARNING OUTCOMES/ BENEFITS

Graduates will acquire key skills set, putting them at the pinnacle of credit business management in 
the financial sector. They will be equipped with skills of the core functions of credit granting process 
and procedures; Risk management & Analysis; mobilisation of credit business; dealing with diversity 
of clients with a wide range of credit services and recommending the right product commensurate 
with their needs and requirements; developing concepts, processes and techniques that underpin 
best practice across a range of credit environment and structures in which Credit business operate 
and application of relevant legal procedures governing credit. A team experienced Credit and Risk 
Management bankers will provide you with in-depth and practical training with case studies during 
the course.

INSTITUTIONAL HIGHLIGHTS
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PGD Agricultural Risk 
Management & Finance

(Face to Face Evening & Weekend 
Programme)

1 YEAR
COST: 2,990,000 UGX 

(Per Semester)

DURATION:

Application Deadline: 30th June 2020

Graduates from different backgrounds will be equipped with set of critical and analytical business 
skills that meets the unique demands of the agribusiness industry. Graduates will be well prepared 
for successful managerial careers in financial services sector, government or private-sector 
organizations. The Graduates will have the opportunity to become part of the next generation 
of business professionals and leaders in agribusiness, entrepreneurship, finance, marketing, 
management and real estate. At the same time, graduates from this postgraduate diploma will 
be equipped to serve the growth and outreach of agricultural risk and finance as consultants or 
academics. A team experienced bankers and agribusiness specialist will provide you with in-depth 
and practical training with case studies throughout the course.

LEARNING OUTCOMES/ BENEFITS

Bank staff involved in appraisal management or policy & strategy aspects related to agricultural 
financing in Commercial banks, Credit Institutions, MDIs, Microfinance Institutions, SACCOs, 
Government (Ministry of Agriculture, Animal Industry and Fisheries, Ministry of Finance Planning 
& Economic Development etc.), Consultants, Researchers, NGO staff such as Grants Officers and 
program managers/Officers.

TARGET/ AUDIENCE

•	 At least second class degree in Business related courses with 2 years of working experience
•	 Applicants from Financial or Agribusiness Institutions should accompany their applications with 

recommendation letters from their employers

ENTRY REQUIREMENTS

INSTITUTIONAL HIGHLIGHTS
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ENTRY REQUIREMENTS

LEARNING OUTCOMES/ BENEFITS

TARGET/ AUDIENCE

Master of Arts in  
Financial Services 

(MAFS)
(Face to Face Evening Programme)

2 YEARS
COST: 2,500,000 UGX (Per Semester)

5,000,000 UGX (Per Annum)

DURATION:

Graduates seeking for a career in financial services such as commercial or investment banking, 
specialized financial institutions such as, stock broking, dealing agencies, Insurance, Pension, and 
investment funds etc.

Application Deadline: 30th April 2020

Applicants should possess at least one the
following:
•	 At least a lower second class bachelor’s degree 

in Finance, Accounting, Economics, Statistics or 
a degree with a strong quantitative bias

•	 A holder of any bachelor’st degree and a 
postgraduate Diploma in Accounting, Finance, 
Economics or Banking from a recognized 
Institution

•	 At least a lower second class bachelor’s 
degree in any field with at least three (3) 
years consecutive working experience in 
Financial Services

•	 A recognized professional qualification 
such as CFA, ACCA, CPA, and CIMA

The financial sector has limited trained human resources with relevant skills at the level of a 
postgraduate qualification in financial services, yet emerging financial markets and the global 
linkages in the financial sector urgently need qualified human resources at the graduate level. 

Graduates of MAFS will be equipped with analytical skills with focus on strategic issues in banking, 
microfinance, securities and capital markets and will examine the impact of global financial 
management including information technology (IT) on the business environment. For graduates in 
management positions, this programme will provide an understanding of management in a financial 
services environment, including strategy formulation and implementation as well as contemporary 
issues facing the industry. A team experienced bankers and academicians will provide you with in-
depth and practical training with case studies throughout the course.

INSTITUTIONAL HIGHLIGHTS
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CHARTERED BANKER
(Available Online & Evening)

EACH LEVEL: 1 YEAR
(Max 4 subjects per semester)

COST: 1,740,000 UGX 
(Per Semester)

DURATION:

Individuals seeking to enhance/develop a professional banking / financial services staff at entry level, 
mid-level management, Executive specialists in Risk and Compliance, Corporate & Retail Lending, 
International Banking & Trade Finance, Customer Relationship Management etc. EXCO members, & 
Head of functions, Board members in financial institutions, persons wishing to develop Banking and 
Financial services skills and/ or progression to post graduate qualification.

3- Level Certificated Programme
(Level 1- Professional, Level 2 - Executive, Level 3 - Chartered)

Application Deadline: 30th June 2020

ENTRY REQUIREMENTS

LEARNING OUTCOMES/ BENEFITS

TARGET/ AUDIENCE

The Chartered Banker programme will provide Graduates with an extensive, detailed and critical 
knowledge of the banking sector. Upon completion of the programme, graduates will demonstrate 
sound understanding of the financial services industry and develop skills and abilities to make 
professional judgments and informed decisions in relevant work situations. A team experienced 
bankers will provide you with in-depth and practical training with case studies at every level of 
training.

Professional Banker (Level 1): Professional Banker graduates will be equipped with a firm 
foundation of technical banking and financial services, how banking and financial services operate 
and provide initiation into career progression aspirations.
Executive Banker (Level 2): Executive Banker graduates will be equipped with Bank and Financial 
Services Management skills, critical understanding of the banking sector to develop skills to make 
professional judgments and informed decisions in work situations.
Chartered Banker (Level 3): Graduate will be equipped with strategic level analytical skills that 
impacts on global financial challenges, data revolution, regulatory and technological changes, 
corporate social responsibility; corporate governance and strategy; competitive threats to industry 
and the shape of the industry to come.

1. First Route(Eligible for exemptions) 
Either
i)  Bachelor’s Degree in relevant disciplines 
ii) Professional qualifications (CPA, ACCA, CIMA, CIPS, 
CPB, CIM) 
iii) Master’s degree 

2. Second Route (No exemptions)
Either
i)  Diploma 
ii) U.A.C.E with 2 Principal Passes

INSTITUTIONAL HIGHLIGHTS
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Existing Courses Program Description and Details Program / Modules 
1) Microsoft Office 

(Inhouse Training)
All MS Office applications, Windows OS, including, 
email, online essentials. 

• MS Office 2019 
Applications

2) Microsoft Office 
Specialist (MOS) 

To become a Specialist, one needs to learn the 
core skills of MS Word, Excel, PowerPoint, Access, 
OneNote and Outlook and pass corresponding 
exams. 

• Office 365
• Microsoft Office 2019

3) Microsoft Office
Specialist (MOS) Expert

To become an Expert, two expert level exams 
need to be clear, therefore, acquiring advanced 
skills in Word and Excel. 

• Office 365
• Microsoft Office 2019

4) Microsoft Office 
Specialist (MOS) 
Master

A MOS Master clears multiple exams and gains 
mastery across office applications. 

• Office 365
• Microsoft Office 2019

5) Data Entry and Data
Management 

Data entry is simply the transcription of data from 
one form into another. The majority of businesses 
require data entry, such as entering sales figures 
into a spreadsheet, field surveys, transcribing 
notes from a meeting, or integrating databases.  

• Epi data
• Epi info
• CS Pro
• OTDK

6) Statistical Analysis and
Report Writing 

Data analytics training courses gives you the 
capability and tools to manage and analyze the 
data gathered from various sources. During the 
Data Analysis training courses you will learn to 
organize, analyze and interpret the data and use 
it for writing reports and adding value to your 
business. 

• SPSS
• Stata
• Minitab
• SAS
• Excel
• Python

7) Advanced Excel This course is tailored for those who perform 
intensive data analysis which incorporates data 
from other systems. This may include 
consolidating corporate budgets and forecasts 
from various departments, cash flow 
management, tracking invoices, management 
reporting among others which require flexible 
knowledge and use of various Advanced Excel 
Functions and Features. 

• Excel 2019
• Excel Addons

8) Data Mining & 
Business Intelligence

Data Mining is commonly defined as the analysis 
of data for relationships and patterns that have 
not previously been discovered by applying 
statistical and mathematical methods. Business 
intelligence (BI) describes processes and 
procedures for systematically gathering, storing, 
analyzing, and providing access to data to help 
enterprises in making better operative and 
strategic business decisions. 

• Tableau
• Power BI
• MS Excel 2019

9) Big Data Analytics Big data analytics enable organizations to 
leverage the most effective big data technology to 
analyze the growing volume, velocity and variety 
of data for the greatest insights.  Big data is a term 
applied to data sets whose size or type is beyond 
the ability of traditional relational databases to 
capture, manage and process the data with low 
latency. 

• Python
• R Studio

10) Econometric Modelling
using E-Views 

Trainees will learn a statistical and econometric 
software package called EViews.  Econometrics 
deals with three types of data: cross-sectional 
data, time series data, and panel (longitudinal) 
data. 

• E-Views

11) Computerized
Accounting 

Computerized accounting system helps 
businesses to manage the big financial 
transactions, data, reports, and statements with 
high efficiency, speed, and better accuracy. 
Trainees will lean sole proprietorship, 
partnerships, NGOs, manufacturing, retails, 
accounting for services and others business types. 

• Tally ERP
• QuickBooks 2018

12) Project Planning and
Management 

Trainees will learn to plan and implement a 
project by carrying out activities proposed in the 
application form with the aim to achieve project 
objectives and deliver results and outputs using 
MS Office Software. 

• MS Project Pro 2019

DIGITAL PROGRAMS OFFERINGS - 2020 
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To Apply
Follow this online application link: sms.uibfs.or.ug

Visit the Institute ‘s Website : www.uibfs.or.ug

For inquiries about application and other details, please 
contact us as follows:

UIBFS mail: uibinformation@uib.or.ug (for general inquiries) or 

Registrar: rsemakula@uib.or.ug /0414233628/0772467127 (for 
professional & post graduate courses).

Training & Partnership Executive: gmukasa@uib.or.ug 
0775430099/0705254012 (for short skills courses).

Membership & Business Development Manager: ssemakula@uib.or.ug 
/0414255848 /0701583513 (for registration & renewal and any other 

membership related issues).

Digital Programmes: dsmasinde@gmail.
com/0414233628/0759981772 (for inquiries regarding digital 

programmes).

E-learning Executive: dlubega@uib.or.ug./0701782931/0776768658 
(in regard to E learning issues).
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